Directions for Enabling TLS for Internet Explorer, Firefox, Safari, and Chrome

If you get this page when attempting to view or pay your bills on-line, then you will
need to adjust your TLS settings to comply with new security regulations.
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This page can't be displayed

= Make sure the web address https://billg.cashcyclesolutions.com is correct
= Lock for the page with your search engine.
+ Refresh the page in a few minutes

+ Make sure TLS and SSL protocals are enabled. Go to Tools » Internet Options > Advanced > Settings
> Security

Fix connection problems




Automatic process
Using Microsoft Fix it Tool.
If you want to fix this TLS issue automatically by installing a fix,

e Please click on the link below which will open up File Download dialog box.
e Click Run in the File Download dialog box, and then follow the steps in the Fix it
Wizard.

Link to Microsoft Fix it tool: http://go.microsoft.com/?linkid=9784202

For more info, please refer to this url https://support.microsoft.com/en-
us/kb/2643584 .

Manual process

We listed below the step-by-step procedures to enable TLS settings on various web
browsers.

Internet Explorer
Mozilla Firefox
Safari

Google Chrome

o


http://go.microsoft.com/?linkid=9784202
https://support.microsoft.com/en-us/kb/2643584

~

e

Internet Explorer

In order to enable TLS on your Internet Explorer (IE) browser, please
follow the steps below.

Click on “Tools” in the top menu bar of the IE browser

Click on “Internet Options™

Click on the “Advanced” tab with the Internet Options window

Scroll down in the “Advanced” tab and enable all the TLS checkboxes
TLS1.0,TLS1.1and TLS 1.2

5. Click “Apply” in the Internet Options tab
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Internet Options @ &

| General I Security i Privacy I Content I Connections I Programs| Advanced I

[7] Enable Enhanced Protected Mode™® -
Enable Integrated Windows Authentication™
Enable native XMLHTTP support
Enable SmartScreen Filter
[7] Enable strict P3P Validation™=
Use 551 2.0
| Use 551 3.0
V| Use TLS 1.0
UseTist1) #4
Use TLS 1.2
arn about certificate address mismatch™
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[7] warnif changing between secure and not secure mode {
Warn if POST submittal is redirected to & zone that does nl
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*Takes effect after you restart your computer

Restore advanced settings I

Reset Internet Explorer settings —

Resets Internet Explorer's settings to their default Reset
condition.

You should only use this if your browser is in an unusable state.

#5
@. Some settings are managed by your system administrator. i ;
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Mozilla Firefox

In order to enable TLS on your Mozilla Firefox browser, please follow the
steps below.

1. InFirefox type ‘about:config' in the address bar and you will get this
error:A pop-up message appears with message 'This might void your
warranty!

2. Click “I'll Be Careful, | promise” button to continue.



3. From a new window of about:config, enter the Search box:
security.tls.version.max. Double-click on 'security.tls.version.max' to
change value from 1 to 3 to enable TLS 1.2.

4. From a new window of about:config, enter the Search box:
security.tls.version.min. Double-click on 'security.tls.version.min' to
change value from 0 to 1 to switch from SSL 3.0 to TLS 1.0 encryption.
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This might void your warranty!

Changing these advanced settings can be harmful to the stability, security, and
performance of this application. You should only continue if you are sure of what
you are doing.

+' | Show this warning next time

I'll be careful, I promise!
Wt
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é &) Firefox | abouticonfig ¢l Qs

Search: | security.tls.version.max
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| Pregfrefice Name - Status Type Value
security.tis.version.max integer
services.sync.prefs.sync.security.tls.version.max default boolean true
<
Enter integer value | 2

e,. security.tls.version.max
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PfEference Name - Status Type Value
I: security.tis.version.min default integer 1
services.sync.prefs.sync.security.tls.version.min default boolean true
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Enter integer value
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Safari

In order to enable TLS on your Safari browser, please follow the steps

below.

1. Click on the gear icon on the right-hand side of the address bar in the

Safari browser.

Click on “Preferences”

Click on the “Advanced” icon within the Advanced window
Click the “Change Settings...” button
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Click on the “Advanced” tab within the Internet Properties window
Scroll down in the “Settings” section and select the “TLS 1.0” checkbox
Click the “OK” button
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In order to enable TLS on your Google Chrome browser, please follow the
steps below.

Google Chrome

8. Click Customize and Control Google Chrome Icon in the upper right
hand corner of the screen

9. Choose “Settings” option

10.Scroll all the way down to the bottom of the page and click 'Show
Advanced Settings..'

11.Under the 'Network Section’ click ‘Change Proxy Settings'

12.Click on the 'Advanced tab' when the Internet Properties box opens

13.Scroll all the way down and under the 'Security' section and enable TLS
1.0, TLS 1.1 and TLS 1.2 checkboxes.
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Chrome Settings

system proxy settings to connect to

Google Chrome is using your computer's sys

| Change proxy seffings.. |
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Languages

Change how Chrome handies and displays languages. Learn more

Language and input settings..

of| Offer to translate pages that aren't in a language you read. Manage langL
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i" Internet Properties '_@. x|

| General I Security | Privacy | Content | Connections | Frograms | Advanced [
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Settings

[V] Enable Integrated Windows Authentication® -
[#] Enable memory protection to help mitigate online attacks™®
[¥] Enable native XMLHTTP support

Enable SmartScreen Filter

[ Enable strict P3P Validation®

[¥] Use ssL 2.0
J| Use S5 3.0
Use TLS 1.0
[¥] useTis 1.1
[¥] UseTL5 1.2
Warn about certificate address mismatch™

[ warn if changing between secure and not secure mode £ |
[¥] warn if POST submittal is redirected to a zone that does nl—
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*Takes effect after you restart your computer

I Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
condition.

‘You should only use this if your browser iz in an unusable state,

#6
tﬁ- Some getfings are managed by your system administrator, ‘ ﬁ

0K H Cancel ] Apply

After updating the settings, please restart your web browser and try to access the bill
payment website.

If you are still having any difficulties to view or pay your bills online, please contact
your utility providers Customer Service Department.

Thank you for your cooperation!



